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Information Communications Technology (ICT) Policy

1.
Rationale

The 1997 Educational Technology Strategy for Northern Ireland and the emPowering Schools Strategy 2002 outline the Department of Education’s vision for transforming learning, teaching and leadership through education and technology change. 

In Victoria College Preparatory School, we believe that all young people and staff should be able to use digital and online technologies appropriately, effectively and creatively to acquire knowledge, to practise skills and to develop competencies as individuals, as contributors to society and the economy and as lifelong learners. 

Use of the internet by schools has become an essential tool for teaching, learning and communicating and while there may be no present or future technical solution which can completely guarantee the restriction of pupils to appropriate internet material, the College wishes to ensure that clear guidelines are established and understood.

The Preparatory School also wishes to comply with the Data Protection Act 1998 in respect of the personal information it processes or causes to be processed on its behalf by third parties. 

The proper use of the Management Information System (MIS), the e-mail system, apps and the internet within the College provides access to a wide range of information, facilitates communication and improves efficiency.  However, misuse can expose the College to significant risk, causing many problems ranging from minor distractions to legal claims against the College. 

The purpose of this policy is to ensure that 

· parents/guardians and pupils, together with staff at the Preparatory School and Day Care will work collectively to ensure that ICT is used to enhance the teaching and learning experiences within the College.

· employees of Victoria College Preparatory School understand the way in which email, the internet, apps and the Management Information System (MIS), should be used in the organisation.  It aims to ensure that these are used efficiently for their intended purpose without infringing legal requirements or creating unnecessary risk.

2.
Definitions

Data Protection
The Data Protection Act 1998 is concerned with the processing of computerised and manual information about living individuals (personal data) and gives rights of access to the individuals who are the subject of that information. A data user must notify the Data Protection Commissioner unless covered by the exclusions in the Act. Thus, the College will complete a notification covering all personal data presently held, specifying:

a general description of security measures

the purposes for which the data is used

a description of the data and the data subjects

the sources and disclosures applicable to the information comprising the data; and

the countries outside the European Economic Area to which the data is transferred (overseas transfers).

Notification has to be updated as and when changes occur in any of the 'registrable particulars'. The holding and processing of unnotified data, which is covered by the Act, is a criminal offence and is subject to unlimited fines. The College, therefore, must operate within the terms of its notification.

An employee of Victoria College Preparatory School must not access, process or disclose any personal data other than is necessary, within the terms of the College's notification, to carry out the role for which they are employed; and must understand that any change in 'purposes, description, sources, disclosures, overseas transfers' of the personal data under their control may require an amendment to what has been notified.

ICT Strategy Group

The Head of Prep, Mrs Kirsty Hrabovsky, has overall responsibility for the strategic direction of ICT policy within the College. The Head of Prep, Mrs Kirsty Hrabovsky, and ICT Leader, Mrs Sarah Herriott, will meet with the College’s ICT Strategy Group. The ICT Strategy Group will advise the Principal, Mrs Karen Quinn, and Head of Prep, Mrs Kirsty Hrabovsky, on all matters relating to ICT. 

3.
Aims and Objectives

· To develop a strategic action plan in order to integrate e-learning and to ensure that it is adequately resourced. 

· To create a safe e-environment for pupils and staff by coordinating and systematically reviewing ICT provision within the Victoria College Preparatory School in order to ensure that students, staff, governors and parents/guardians are informed of policies and procedures relating to the acceptable use of the technologies available.

· To raise the professional ICT competence of every staff member so that they can apply those skills to enhance and support learning in the classroom, ensuring that they effectively deploy educational technology in a range of approaches to teaching for the benefit of all learners.
· To ensure that technology is used to provide management information to support leadership decisions which will raise standards and ease administrative burdens.

· To encourage collaboration within and beyond our own school in order to share good practice and to learn from others.

· To develop young people who will use technology to achieve independence in their learning, attain high standards, work creatively and develop broad transferable competencies for employment and lifelong learning.

· To ensure that all resources, including email, apps and internet access are used solely for authorised and recognised business purposes and for carrying out activities consistent with responsibilities;

· To ensure that appropriate steps are taken to guard against unauthorised access to, alteration, accidental loss, disclosure or destruction of data;

· To ensure that there is no infringement of copyright and that confidential information is not disclosed;

· To ensure that employees do not engage in any activity which is illegal, offensive or likely to have negative repercussions for the College.

· To provide a learning journal of pupil progress throughout the year using SeeSaw and Tapestry (Day Care only) apps.

4.
Procedures

The ICT Strategy Group will make recommendations regarding priorities and resources to ensure the College is best placed to take advantage of innovations and best practice in ICT development.

· Pupil and parental/guardian responsibilities are described in the Acceptable Use of ICT for Pupils section. (Appendix 1)

· A parental/guardian consent letter is included in Appendix 2.

· Staff responsibilities are described in the Acceptable Use of ICT for Staff section and the Data Protection Procedures. (Appendix 3)

· Parent consent letter outlining the purpose and use of SeeSaw and Tapestry with parents agreeing to use of pupils images within this shared framework. Information distributed at induction meeting or when pupil joins the School. (Appendix 4)

5.
Review and Evaluation

The policy will be reviewed at least once every four years by the Board of Governors.  The policy will be kept under review by senior members of staff who will keep Governors informed of any difficulties that they arise.

APPENDIX 1
ACCEPTABLE USE OF INFORMATION COMMUNICATIONS TECHNOLOGY (ICT) FOR PUPILS

General

All internet access in school is filtered and monitored by Classroom 2000 (C2k). Users must be aware that C2k will contact the College Principal, Mrs Karen Quinn, if inappropriate use of the internet is discovered. Details of the filtering and monitoring systems can be accessed at www.c2kni.org.uk.

If any user inadvertently accesses an inappropriate website they must immediately inform the, class teacher giving details of the site and the time and date. C2k will be contacted with the details at the earliest possible time.

Staff may review files and communications to ensure that users are using the system responsibly.  Users should be aware that files stored on servers or disks are not private.

During school, teachers will guide pupils toward appropriate materials.  

Outside school, families bear responsibility for such guidance as they must also exercise with information sources such as television, telephones, films, radio and other potentially offensive media.

Pupil Guidelines for the use of ICT 

· Pupils are not permitted to bring software into school without prior permission of the ICT Co-ordinator, Mrs Aimee Gilmore.

· Pupils must not copy school software onto any removable media device
· Pupils must ensure that they follow all verbal and written instructions given to them when using the College's ICT equipment.

· Pupils must respect and use the School’s ICT equipment with care at all times.

· Pupils are only allowed to log on to the College’s network under their own username and password and must not leave the computers/laptops unattended before logging off.

· To prevent accounts expiring, teachers must change their pupil’s passwords regularly when prompted by the system.

· Printing facilities are only to be used for school-related materials.

· Each pupil will be permitted to print set pieces of work under the direction of their teacher. 
· Food or drink must not be consumed or stored close to ICT equipment.

Pupil guidelines for the use the internet 

· Independent pupil use of telecommunications and electronic information resources is only advised if appropriate internet security is in place and will only be permitted upon submission of permission and agreement forms by parents/guardians of pupils and by pupils themselves. 

· Permission is not transferable and may not be shared.  

· Pupils are not permitted to access social networking sites such as Facebook, Twitter and Instagram via the school internet system.

· Pupils are responsible for good behaviour on the internet just as they are in a classroom or a school corridor.  General school rules apply.

· Pupils should be aware of the legal consequences of online activities

· The internet is provided for pupils to conduct research and communicate with others.  Parental/guardian permission is required.  Access is a privilege, not a right and the internet must be used responsibly.

· Individual users of the internet are responsible for their behaviour and communications over the network.  It is presumed that users will comply with school standards and will honour the agreements they have signed.

The following are not permitted:

· sending or displaying offensive messages or pictures;

· using obscene language;

· harassing, insulting or attacking others;

· violating copyright laws;

· using others' log in or passwords;

· trespassing in others' folders, work or files;

· intentionally wasting limited resources;

· using chat rooms or ‘real time’ communications, eg Microsoft Instant Messenger;

· using mobile internet devices;

· accessing the internet through C2k server without College permission;
· sending personal details over the internet.

· any form of cyberbullying*

Copyright and plagiarism

· Pupils should not plagiarise works that is found on the internet.  Plagiarism is the taking of ideas or writings of others and presenting them as if they were your own original material.

· Pupils should respect copyright.  Copyright infringement occurs when you inappropriately reproduce work, or part thereof, that is protected by a copyright.  Pupils who are unsure whether or not they ca use a work should request permission from the copyright owner or seek advice and guidance from a member of the teaching staff.

Pupil guidelines for the use of images and video footage

Whilst it is acknowledged that students taking photographs and/or video can be a useful tool for learning, they can, in certain circumstances, allow an individual to use them inappropriately and use them for bullying or on social networking websites. This is particularly relevant where the photos are taken using a mobile phone.

The following are not permitted:

· Pupils must not take photographs without the subject’s consent and against their wishes;

· Pupils must not infringe another pupil’s privacy in any way;

· Pupils must not take photographs in a situation which humiliates, embarrasses, or makes fun of others;

· On no account will photographs be taken in changing rooms, toilets or other areas of privacy

· Pupils must not upload photos of others to social networking websites such as Facebook, without the express permission of the subject;

· Pupils should refrain from uploading photos of themselves or others wearing their school uniform;

Pupil guidelines for the use of social networking websites

With the increase in use of social networking websites such as Facebook, the College suggests the following guidelines:

· No pupil in Victoria College Preparatory School should have a social networking account as they are below the legal age limit. Should a parent decide to permit their daughter to have access to a social networking account, then parents should follow the suggested guidance below. 

· Pupils and parents should be aware that prospective employers and others can check social networking sites when carrying out background checking for information about individuals

· Pupils should ensure that their social networking accounts are set as ‘private’ so that no person can see their photos or posts without permission;

· Pupils should not accept friend requests from people who they do not know in the ‘real world’;

· Pupils should not post private details such as home addresses, mobile or home telephone numbers or other personal details;

· Pupils should not post photographs taken in their personal domain;

· Pupils should not post photos taken of others without their express permission (as above);

· Pupils should not engage in the bullying of another pupil via social networking websites. This can include editing and posting inappropriate images, creating false user accounts and posting inappropriate messages or comments;

· Pupils should not engage in other forms of Cyberbullying as listed below;

*Cyberbullying

Cyberbullying has been defined as ‘an aggressive, intentional act carried out by a group or an individual, using electronic forms of contact, repeatedly over time, against an individual.’

There are 7 recognised categories of cyberbullying:

· inappropriate text messaging;

· insulting/embarrassing material/pictures/video clips via mobile phone camera;

· silent or abusive messages;

· email bullying;

· chat room bullying;

· inappropriate instant messaging;

· inappropriate use of websites including blogs, social networking and online polling sites.

Many of these categories will not be accessible to pupils through school, but if they are accessed the pupils may well feel the impact at school and will accordingly be dealt with through the School’s Anti-Bullying and Discipline policies.

All instances of bullying will be dealt with using Victoria College Preparatory School’s Anti-Bullying Policy.

Mobile Technology

Victoria College Preparatory School has introduced the use of mobile technology into the classroom in the form of iPad tablet devices. The following guidelines must be adhered to relating to this new technology:
· No member of staff or pupil must bring an iPad out of school without the express permission of the Head of Prep, Mrs Kirsty Hrabovsky.

· While being used in school, these devices must be used for purely educational purposes.

· Only the ICT Leader, Mrs Sarah Herriott or ICT Technician, Mr Dean Morrow, may add or remove applications (apps) from these devices.

· As these are shared devices which will be used by many different pupils in a range of subjects, no pupil should access, edit or delete any work which is not their own.

· Pupils and staff must not use the camera for non-subject related purposes. (see Pupil guidelines for the use of images and video footage above)

· Pupils/staff must not connect the devices to any wifi access point other than those approved by the college.


· Currently only devices purchased or authorised by Victoria College Preparatory School may be used.

Sanctions

· Violations of any the rules described above will result in temporary or permanent ban on internet use.

· Additional disciplinary action may be added in line with existing practice on inappropriate language or behaviour.

· Parents/guardians will be contacted.

· When applicable, police or local authorities may be involved.

Parent/Guardian Permission Letter

A parent permission letter (see Appendix 2) outlines the procedures to be followed by parents/guardians to enable pupils to gain internet access within Victoria College Preparatory School
Victoria College Preparatory School staff will

· provide guidance and instruction to pupils in the appropriate use of resources suited to the learning objectives.  

· review and evaluate resources in order to offer "home pages" and menus of materials that are appropriate to the age range and ability of the group being taught.  

· inform pupils of their rights and responsibilities as users, before their first use, either as an individual user or as a member of a class or group.

· explain the guidelines on acceptable use of ICT and the internet and their implications.

· be aware of possible misuses of on-line access and their consequences.

· report and deal with any misuse of the internet or ICT facilities in accordance with the schools’s policy.

APPENDIX 2

September 200_
Dear Parent/Guardian
INTERNET PERMISSION FORM

As part of the school's use of ICT in learning and teaching we offer pupils supervised access to the internet. Before being allowed to use the internet, all pupils must obtain parental permission and both they and you must sign and return the enclosed form as evidence of your approval and their acceptance of the school rules on this matter.

Access to the internet will enable pupils to explore thousands of libraries, databases, and bulletin boards while exchanging messages with other internet users throughout the world.  Families should be warned that material accessible via the internet may contain items that are illegal, inaccurate or potentially offensive to some people.

Whilst our aim for internet use is to further educational goals and objectives, pupils may find ways to access other materials as well.  We believe that the benefits to pupils from access to the internet, in the form of information resources and opportunities for collaboration, exceed any disadvantages.  But ultimately, parents and guardians of minors are responsible for setting and conveying the standards that their children should follow when using media and information sources.  To that end, the school supports and respects each family's right to decide whether or not to apply for access.

During school, teachers will guide pupils towards appropriate materials.  Outside school, families bear the same responsibility for such guidance as they exercise with information sources such as television, telephones, films, radio and other potentially offensive media.

We would be grateful if you would read the enclosed guidance documents and then complete the permission form which follows.

Yours sincerely

Head of Prep
APPENDIX 3
ACCEPTABLE USE OF ICT FOR STAFF INCLUDING DATA PROTECTION PROCEDURES

Information Security
Awareness training will be organised on an annual basis to ensure that all staff are aware of the policies regarding appropriate use of hardware and software in the College and the importance of ensuring that personal data is adequately controlled within the College. 

The College’s Management Information System is a managed service and access to information is double password protected. User rights and levels of access will be set up and monitored by the C2K administrator in the College and all users will be provided with a unique password. 

Under no circumstances should a password be divulged to anyone else nor should any employee gain access or attempt to gain access to information stored electronically which is beyond the scope of their authorised access level.

Due care must be taken when transferring data to and from removable media devices such as CDs, USB sticks, PDAs and MP3 players to ensure that personal data is not at risk of either being lost or accessed inappropriately. A password protected USB device should be used by staff at all times.

When printing personal data the user must ensure that the material will be sent to a printer in a secure area where the information cannot be inappropriately or inadvertently accessed by other users.

The C2k Administrator will ensure that appropriate arrangements relating to the storage and transportation of back up media are established and kept under review and that environmental risks at all significant computing locations are mitigated.

General
Incidental and occasional personal use of these systems is permitted only when it does not interfere with school business, and any such use of the systems is subject to the restrictions contained in this policy.

Except to the extent required for the proper performance of duties, staff may not upload, download, use, retain, distribute or disseminate any images, text, materials or software which:-

· are or might be considered to be indecent, obscene or contain profanity;

· are or might be offensive or abusive in that its content is or can be considered to be a personal attack, rude or personally critically, sexist, racist, or generally distasteful;

· encourage or promote activities which make unproductive use of your time;

· encourage or promote activities which would, if conducted, be illegal or unlawful;

· involve activities outside the scope of your responsibilities – for example, unauthorised selling/advertising of goods and services;

· might affect or have the potential to affect the performance of, damage or overload the College’s system, network and/or external communications in any way;

· might be defamatory or incur liability on the part of the College or adversely impact on the image of the College.

Electronic Mail and the Internet
Staff must not send or download defamatory, offensive or pornographic e-mail.

Staff must take care when attaching documents. 

Copies of e-mail should be retained where appropriate (as e-mail is a form of documentation which could be 'discoverable' in legal proceedings).

E-mail is not 'private' and the College reserves the right to access e-mail and audit the use of the system.

Computer Software
Because of potential virus infection and consequent damage to the business, staff must not load any software into any computer without the prior approval of management. Approval will only be given after virus checking.

Virus protection software is maintained and periodically updated.

It is mandatory for staff to re-boot their PC daily with the anti virus software to ensure that no viruses are present.

Under no circumstances must games or free issue software be loaded onto College equipment.

If a specific application programme is necessary for a member of staff’s work, then it will be purchased by the College.

’Pirate' copies of College owned software for use by other persons either inside or outside the College is an illegal practice.

Failure to comply with any procedure will give rise to disciplinary action being taken, and this could include dismissal. 
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